
ERM With A Purpose 



“Along with skillful execution,  
Managing Enterprise Risk  

is essential to ensuring  
the successful outcome of  

business plans” 
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Too Often ERM plans: 

  Are siloed; 
  Targeted at financial risk or value at risk (Var); 
  Take a compliance approach; 
  Are associated with Control Activities;  
  Are developed: 

  In a vacuum, 
  By “an” individual, 
  Independent of business plans; and 

  Focus only on Risk 
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ERM must focus on the Business First 

  Business Plan vs. Activities 
  Managed vs. Controlled  
  Culture vs. Checklist 
  Fabric vs. Net 

“ERM should enable a company to  
anticipate opportunities and challenges and  

avoid unexpected outcomes 
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Getting there 

  Step 1. – Obtain Board Support 
  Step 1. – Obtain CEO Support 

“Enterprise risk management is a process, effected by 
an entity’s board of directors, management and 
other personnel, applied in strategy setting and 
across the enterprise, designed to identify 
potential events that may affect the entity, and 
manage risk to be within its risk appetite, to 
provide reasonable assurance regarding the 
achievement of entity objectives.” 
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Getting there 
  Select a Framework 
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COSO ASNZ-4360 



Getting there 

  Begin with the business plan  
  Too often the focus is on the risk not the business 
  Work from top to bottom  

  Designate a CRO 
  Democratize risk ownership 
  Drive from qualitative to quantitative 

  No substitute for business judgment 
  Use metrics to validate judgment 

  Vet results 
  The full management team needs to be involved 
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The ERManaged Business Plan 
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Business Plan 

Risk Managed 
Business Plan 

Identification 
Of BIG Risks 

Recognition of  
Risk Events 

Likelihood And Impact 
Analysis 

Risk Prioritization 
Evaluation of existing/req’d  

mitigation processes 



Begin with the business plan 

  Review each plan issue and objective 
  Identify business imperatives and goals 

necessary for success 
  The BIG risk areas (Business Imperatives and Goals) 

  Consistent from year to year; and 
  Common threads though plan details 
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BIG Risk examples 

  Competencies that span business plan elements: 
  Executive Performance 
  Cash Management - A/R and Reserves 
  Technology Excellence 
  New Business Revenue 
  Employee Retention 
  Succession Planning 

  Must be done well for the business plan to 
succeed 
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Risk Factors 

  Categories of events that may alter expected outcomes 
  Should include: 

  Industry Risk 
  Legal and Regulatory Risk  
  Political Risk 
  Financial Risk 
  Catastrophic Loss Risk 
  Strategic Risk 
  Reputation/Brand Risk  
  Human Resource Risk 
  Information Processing or Technology Risk  
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Risk Intersections 
Risk Factors / Business Imperatives 

Industry Risk 
Legal and Regulatory 
Political Risk 
Financial Risk 
Catastrophic Loss 
Strategic Risk 
Reputation/Brand Risk 
Finance Risk 
Customer Contracting Risk 
Human Resource Risk 
Process Risk 
Technology Risk 
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Prioritize Risk 
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Executive Performance 

Annual Business Plan 

Account Plan Execution 

Sustainable Growth Plan 

Long Term Plan 

Cash, AR Res 

Competitive Environment 

New Offering 

BC & DR Employee Retention 

New Business   
Technology Global Approach 

Im
pa

ct
 

Likelihood 

Mitigated Risk  Executive Performance 

Annual Business Plan Execution 

Account Plan Execution 

Sustainable Growth Plan 

Long Term Plan Execution 

Cash management, AR and Cash 
Reserves 
Competitive Environment 

New Offering Development 

Business Continuity & Disaster 
Recovery 
Employee Retention 

New Business   

Technology 

Succession Planning 

Global Approach 
Green Zone 

Yellow Zone Red Zone 

Green Zone 

Yellow Zone Red Zone 

Green Zone 

Yellow Zone Red Zone 

Green Zone 

Yellow Zone Red Zone 

Succession	
  Planning	
  



Risk Distribution 
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Business Process Mitigation 

  Industry Risk 
  Multi-year contracts 
  Awareness and tracking of Industry trends 

  Human Resource Risk 
  Documented competency requirements for the sales team 
  Employee development and training programs  

  Financial Risk 
  Proactive management of cash flows collections to maintain capital threshold 
  Aggressive contracting process with new customers to match cash inflows/outflows 

  Catastrophic Loss 
  Redundant mirror sites in terms of operating platforms and communications links.  
  Formalized and tested disaster recovery (DR) plan to speed the restoration of processing 

capabilities at the affected site 
  Customer Contracting Risk 

  Regular customer contact by Account Executives, RVPs and Program managers to proactively 
manage value delivery relative to costs  

  Technology Risk 
  Proactive monitoring of all IT infrastructure and feedback on capacity and design planning 

cycles 
  Annual technology review and regular contact with analysts to evaluate potentially disruptive 

technologies    
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Business Plan Risk Map 

Instability in the global economy 
and the resulting impact upon 
customer activity levels is adding 
pressure to forecasting accuracy 

- Annual Business Plan 
  Execution 
- Strategic Growth Plan 
- Long Term Plan Execution 
- Cash Mgt, A/R ,Reserves 

- Financial Risk 
- Strategic Risk 
- Customer Contracting 
  Risk 
- Reputation/Brand Risk 

- Multi-year contracts 
- Awareness and tracking of 

Industry trends 
- Aggressive contracting process 

Establishing a stable product so 
that future deployments can be 
implemented in shorter time 
periods 

- Executive performance 
- Annual Business Plan 
- New Offering 
   Development 
- New Business Revenue 
- Technology   

- Competitive Environment 
- Catastrophic Loss 
- Customer Contracting      Risk 
- Process Risk 
- Information Technology Risk 

- Channel relationships 
   with BPO providers 
- Modular based pricing 
   enables incremental 
   customer scaling 
- Ecosystem of contractors 
  for surge capacity    

Shift new business sales people to 
help support existing accounts 

- Account Plan Execution 
- Competitive Environment 
- Employee Retention & 
   Development 

- Strategic Risk 
- Reputation/Brand Risk 
- Customer Contracting 
  Risk   
- Human Resource Risk 

- Regular evaluation of wins and 
losses to determine why we 
were not selected 

- Defined leadership competency 
model  
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Establish an Annual Process 

  July 2009 
  Annual business plan development considering current risk environment 

  October 2009 
  Update Business Risk Areas based on direction of 2010 business plan 
  Update Risk Event Scenarios to reflect current environment 
  Publish Updated Risk Manual coincident with 2010 Business plan 
  Present results to Board of Directors during December meeting 

  January 2010 
  Review Risk Event Scenarios  
  Review and update mitigation processes 
  Determine sufficiency of current mitigation processes  

  April 2010 
  Update Risk Manual and present results to Board of Directors during May 

meeting 
  July 2010 

  Repeat process of considering current risk environment during annual business 
plan development 

October 13th, 2009 Copyright © Al Decker Associates - all rights reserved 16 



Who Benefits 

  The Board of Directors: 
  Macro view of risk across the enterprise 
  Current view of risk priorities 
  Broad view of measures in place to manage risk 
  Foundation for a common dialog between board and  management on risks 

  The CEO 
  Obtains a composite view of risks 
  View of mitigation in place 
  Provides insight to managers view of risk 

  Managers 
  Definition of risks under their responsibility 
  Ability to understand how risk is managed in other areas of the business  
  Insight into best practices across the company 

  The Company 
  Establishes a well defined risk culture 
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About Al Decker 
Principal – Al Decker Associates  

Over the past 30 years, Al Decker has 
served as an Independent Board Member, 
CEO, Senior Executive and Big 4 Partner 
with significant executive experience in  
ERM, Audit, and Security 

  Quadrem International Holding Ltd.  
       - Independent Director 
  Fiderus Strategic Security Services 

      - Founder/CEO  
  Electronic Data Systems, Inc.  

  - Executive Director Enterprise Risk     
   Management  

        - Executive Director Security and    
   Privacy Services 

  International Business Machines 
        - Managing Principal World Wide    

   Security Services 
  Coopers & Lybrand LLP  

  - Partner  
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Email:    aldecker@aldecker.com 
Website: www.aldecker.com 


